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WHO WE ARE
* EMERGING TECHNOLOGIE!

= NOVEL ISSUES i
= OPPORTUNITIES ;,
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Ongoing History of Innovation in Electronics

Select Electronic Product Introductions
e 0%3

SIWYTR  Simenssvess Scriunce = crince SIS cHuace) Schince)
technologies

First Patent e-Cylinder Keypad Locks AD/CO Sense™ Bluetooth Encode™ WiFi

1998

A

A A
Bluetooth Bluetooth LE Z-Wave Plus

Zigbee 3.0

A4

A4

2008

ISCHLAGE} SIWYT SIWYT2 VON DUPRIN.

NDE LE Exits
with Engage™  With Engage™ with Engage™
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Z-Wave Locks
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BIOMETRICS

FACIAL, VOICE, AND GAIT RECOGNITION




)| ARTIFICIAL INTELLIGENCE /
MACHINE LEARNING / DEEP LEARNING

Data hasa'better idea
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PRIVACY LAWS
AROUND THE
WORLD MAKING
AN IMPACT

= GENERAL DATA PROTECTION
REGULATION (GDPR)

= CALIFORNIA CONSUMER
PRIvACY AcCT (CCPA)

= [LLINOIS BIOMETRIC
PROTECTION ACT (BIPA)

= CHINA CYBERSECURITY LAW
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GENERAL DATA
PROTECTION
REGULATION

= DATA SUBJECT RIGHTS
REQUESTS

= DATA PROTECTION IMPACT
ASSESSMENT

= PRIVACY-BY-DESIGN AND
PRIVACY-BY-DEFAULT

13



CALIFORNIA CONSUMER PRIVACY ACT

= GDPR-LIKE REQUIREMENTS

= (CLASS ACTION LAWSUITS

= “DO NOT SELL MY PERSONAL DATA” PROVISION 14



Emerging Cybersecurity
Laws and Standards

= California loT Law
= Australia Cyber Law
= FTC D-Link Case




CALIFORNIA IOT LAW

REQUIRES REASONABLE SECURITY FEATURES

PASSWORDS MUST BE UNIQUE OR REQUIRE CHANGING UPON FIRST USE




ALIA’S ASSISTANCE AND ACCESS

\\\\\\\

DEVELOPERS MUST;
ENCRYPTION OR CR = g3 :
BACKDOORS FOR THE GOVERNMENTS = : =
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FEDERAL TRADE
COMMISSION
V. D-LINK

FTC SUED D-LINK OVER ITS CYBERSECURITY PRACTICES
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ADVERSARIAL
ATTACKS ON
MACHINE
LEARNING
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ALLEGION PRINC PLES?3

= SECURITY
= SIMPLICITY
= SCALABILITY
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FULLY HOMOMORPHIC ENCRYPTION

PROCESS ENCRYPTED
DATA WITHOUT
DECRYPTING IT FIRST
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ABOUT ALLEGION™

Allegion (NYSE: ALLE) is a global pioneer in seamless access, with leading
brands like CISA®, INTERFLEX®, LCN®, SCHLAGE®, SIMONSVOSS® AND
VON DUPRIN®. Focusing on security around the door and adjacent areas,
Allegion secures people and assets with a range of solutions for homes,
businesses, schools and institutions. Allegion had $2.7 billion in revenue in
2018, and sells products in almost 130 countries.

For more, visit www.allegion.com.

© 2019 Allegion plc. All rights reserved.
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